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Customer Name
Edwards Lifesciences

Industry
Healthcare

Check Point Products
n Integrity™ endpoint security
n VPN-1® Pro™ gateway 

Customer Needs Met
n	 Compliance with HIPAA,  

SOX, and other government 
regulations

n	 Attack protection for thousands 
of desktops 

n	 Access policy enforcement to 
ensure PCs meet trust criteria  
for network access

n	 Ease of management 

Edwards Lifesciences secures 
endpoints with Integrity

ABOUT EDWARDS LIFESCIENCES
Defeating cardiovascular disease is the life’s work of the more than 5,000 men and 
women of Edwards Lifesciences, a global leader in products and technologies for 
treating heart and circulatory problems. Every year, 70,000 people in the United 
States alone receive new heart valves—the vast majority made by Edwards. In 
operating rooms and intensive care units the world over, Edwards brand monitor-
ing devices measure heart pressure and blood volume. In 2004, 80 percent of the 
company’s nearly $1 billion in sales came from its market-leading products. 

Edwards has a presence in 100 cities, with its main data center in Irvine,  
California, and a regional hub in Horw, Switzerland. Connection to the corporate 
WAN is provided for employees and business partners in various ways. Many offices 
and remote users connect securely through the Internet via Check Point VPN-1® 
Pro™ gateways.

THE EDWARDS CHALLENGE
As a U.S. healthcare company, Edwards Lifesciences has to comply with many  
federal and state regulations to protect information. It must adhere to the security 
requirements of the Federal Drug Administration and the Health Insurance Portability 
and Accountability Act (HIPAA), as well as those of the Gramm-Leach-Bliley Act,  
the Sarbanes-Oxley (SOX) Act, and the California Security Breach Information Act. 
“We are a very regulated environment. Every other month someone audits our  
security,” says Mark Schaefer, the information security and Windows infrastructure 
group manager for Edwards, who cites SOX and stage-two HIPAA compliance as  
his company’s most immediate security concerns.

For regulatory compliance, Edwards needs to demonstrate that all its endpoints 
connecting to the network are safe and adhere to the company’s security policies. 
“We have been effective at stopping attacks coming from outside the perimeter,  
only to find that employee devices are often the source of worms, spyware, and 
other problems,” Schaefer says.

the check point solution
Five companies offering endpoint security solutions were invited by Edwards to 
demonstrate their products. “We gave each vendor basically a checklist of items and 
the same amount of time to install their solution, deploy it to five clients, and teach 
us how to roll out a basic security policy with it,” Schaefer says. Some failed the test 

“One of the requirements that 
we have built into our 2005 
security policy manual is that 
all vendors accessing our 
network will also need to have 
some type of Integrity client.”

Mark Schaefer 
Information Security and Windows 
Infrastructure Group Manager, 
Edwards Lifesciences
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contact check point

for lack of required functionality. Others took days to implement 
even on the small scale of the demonstration. Check Point 
Integrity™ was the only solution to provide the security required 
with the ease of use and management demanded for a large-
scale global deployment. “For installation, administration, and 
ease of use, Integrity was by far the best,” he says. 

After selecting its endpoint security solution, Edwards imple-
mented Integrity on 2,000 desktop computers throughout the 
enterprise. The Integrity product family safeguards enterprise 
networks from worms, penetration attacks, Trojan horses, 
spyware, and other exploits with proactive protection for every 
network endpoint. Integrity’s Stateful Inspection firewall blocks 
all unsolicited inbound traffic, and endpoint PCs are completely 
invisible to hackers. With Integrity, Edwards is able to centrally 
manage security policies and enforcement for every desktop in 
the company, no matter where in the world they are located. 

The Benefits of Check Point 
Deployed worldwide to thousands of desktops, Check Point 
Integrity is helping the Edwards IT organization support the 
communication needs of the business while complying with 
myriad government regulations.

Regulatory compliance 
HIPAA, SOX, and other regulations all have certain require
ments in common that Integrity helps Edwards meet.

“Integrity gives us a second layer of firewall and protocol 
protection, required by both the FDA and SOX,” Schaefer says. 
Integrity enables Edwards to meet the common regulatory 
requirement to limit and control user access to information by 
providing control over how, when, and with which resources 
endpoints can communicate. “We are able to control access 
more effectively and with more granularity at the desktop 
level with Integrity than at the router level,” explains Schaefer. 
Integrity also ensures that endpoints have the latest versions 
of applications, patches, and service packs and that they are 
not running any prohibited programs before they are allowed 
access to the network.

“All the regulations require us to prove that we are enforcing our 
security policies,” Schaefer adds. “We use the Integrity logs 
and monitoring features to provide that information in both  
real-time and historical formats.” 

Access for trusted endpoints only
With Integrity’s policy enforcement, Edwards now has the  
confidence that only trusted endpoints have access to the pri-
vate and proprietary information on its network. The Edwards 
security administrator creates policies that define the condi-
tions under which PCs and other devices may be granted 
access to the network. These conditions include the specific 
operating system patches, antivirus updates, and application 
versions that must be present. Endpoints can also be denied 
access if they are running prohibited programs, like peer-to-
peer file sharing applications.

Schaefer has found modifying the policies extremely easy to 
do. “I can roll out an antivirus update or software patch and 
within three or four minutes everyone online has the update and 
anyone offline gets it when they boot up. With Integrity, I know 
in real-time who has the update and can quarantine anyone 
who does not receive it,” he says. 

Superior security at lowest risk
Integrity also reduces risk. “I can apply a policy all the way 
down to an individual computer or user without affecting the 
rest of the company,” Schaefer explains. “This significantly 
reduces the risk of applying a general change to our physical 
infrastructure that could impact the network and result in down 
time and lost revenue.”

He singles out one other security advantage that Integrity has 
over other products. “Once Integrity is installed, users cannot 
remove or uninstall the Integrity client, which means no nasty 
endpoint security surprises.” 

Reduced costs
Before Integrity, Edwards had to hire a desktop support partner 
to inventory every computer for necessary patches—a process 
that took months and thousands of dollars to complete. “Now 
with Integrity, I can see that information myself in just few min-
utes at the Check Point management console,” Schaefer says.

THE EDWARDS LIFESCIENCES FUTURE 
For Edwards, Integrity is the foundation for endpoint security 
on all its desktop and laptop computers. “One of the require-
ments that we have built into our 2005 security policy manual 
is that all vendors accessing our network will also need to have 
some type of Integrity client,” Schaefer concludes. 


