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SmartOptimize

YOUR CHALLENGE
The only certainty in network security is change. Nothing is static; security threats—
and your responses to them—change constantly. Over time, the constant changes 
required to maintain network security can negatively impact the performance of  
your network and increase potential exposure to security breaches.

OUR SOLUTION
We apply proven methodologies and robust analytic tools to detect security risks  
and inform how to repair and optimize, all in one easy-to-read report.

We analyze your Check Point security gateways and firewall management 
(SmartCenter or CMA) configuration and prepare a customized optimization  
report with recommendations based on proven network security performance 
enhancers including:

Rule Base and Security Policy Optimization

n	 Increase your capacity by merging and reducing rules

n	 Apply expert recommendations for immediate performance impact

n	 Quickly identify rules, objects and VPNs to clean-up

n	 Activate rule usage statistics for even deeper analysis

Risk Analysis

n	 Identify your risky rules and learn how to fix them

n	 Deep analysis of "Any" usage in rules

Boost performance and security with  
SmartOptimize

SERVICE FEATURES
n	 Firewall Management Analyzer

n	 Rule Base and Policy Optimizer

n	 Rule base risk analysis

n	 Log analysis

SERVICE BENEFITS
n	 Improved Check Point Security 

Gateway performance

n	 Faster policy installation time

n	 Better resource utilization

n	 More efficient capacity 
optimization

n	 Optional on-site optimization 
services

PROFESSIONAL SERVICES 
SOLUTIONS

Advanced network 
optimization service 
delivers a comprehensive 
multi-point checklist 
that boosts network 
performance and minimizes 
exposure to emerging risks.
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Software Blade Analysis

n	 Quickly identify your latest security update

n	 Review your protections and their security 
confidence levels

n	 Identify protections that need to be activated

n	 Find protections that need to be switched from 
detect to prevent mode

Unified Reporting

n	 Analyze your disk usage, memory usage, user limit, 
anti-spoofing, stealth rules and more, all in one report

n	 Easy to read report summarizes the most critical 
security data in one place to reduce complexity and  
increase efficiency

n	 Graphical displays provide snapshot details of your 
most critical security details for quicker analysis

Unparalleled Security Knowledge and Experience
This powerful optimization tool and report is designed specifically 
to improve gateway security management performance, improve 
resource utilization and increase efficiency. 

Our security consultants have extensive network security 
experience and unparalleled knowledge of Check Point security 
best practices.

Sample Report
Your custom SmartOptimize Report will provide detailed 
recommendations that will help optimize your Check Point 
deployment. Click here to see a sample Report.

LEARN MORE

To find out how SmartOptimize Service can help you maximize the performance of your security network and increase your ROI, visit our 
website at http://www.checkpoint.com/services/professional/, or email us directly at SmartOptimize@checkpoint.com.

How SmartOptimize Works

Feature SmartOptimize SmartOptimize Premium
SmartOptimize 

Premium on-site

Rulebase Optimization n n n

SecureXL Policy Optimization n n n

Database Objects Optimization n n n

Stealth and Cleanup Rules n n n

Anti-spoofing on Gateways n n n

System Health n n n

IPS Protection Review n n

Logged Rules Analysis n n

On-site Optimization n

SKU CPTS-PRO-OPTIMIZE CPTS-PRO-OPTIMIZE-PRM CPTS-PRO-OPTIMIZE-ONSITE


