VPN-1 Power
VSX NGX JumpStart

Ensure successful implementation,
configuration of VPN-1 Power VSX

YOUR CHALLENGE

Service providers and enterprises are under increasing pressure to reduce
the cost of security in high-speed, mission-critical environments like data
centers, points-of-presence, and large, segmented networks. Very often,
VLAN technology is used to simplify these complex networks.

Securing such networks effectively entails implementing access control,
secure connectivity, and attack protection. Common practice is to deploy
a separate firewall, VPN, and attack protection devices in front of each
network segment to achieve end-to-end security. However, implementing
and maintaining large numbers of disparate solutions is expensive and
time-consuming.

OUR SOLUTION

Check Point Professional Services offers a time-saving JumpStart program to
help companies quickly implement complex configurations of VPN-1® Power
VSX™ NGX. Also in a position to take advantage of this program are consulting
organizations and system integrators interested in assisting their clients with
VPN-1 Power VSX NGX installations.

This helpful service provides organizations with the skills and resources neces-
sary to realize an almost immediate return on investment with the deployment
of their Check Point VPN-1 Power VSX NGX solutions. Check Point Professional
Services can provide you with configuration and implementation services along
with complete documentation for the best possible implementation.

Management installation

VPN-1 Power VSX NGX requires either a Provider-1® Multi-Domain Server
(MDS) or a SmartCenter™ server. Regardless of your choice, Professional
Services will install and configure the software required to manage your

new solutions. The configuration of the management platform chosen will be
vital to its performance, and no one understands this better than Check Point
Professional Services.

Operating system configuration

Provider-1 MDS or the SmartCenter server will be installed in an operating
system environment by Check Point Professional Services. A test platform can
often be turned into a production platform simply because it seems to be operat-
ing properly. However, test platforms usually do not undergo the same security
scrutiny as production systems. From the very beginning, our service ensures
that your production system meets its security and performance requirements.

& Check Point

SERVICE DESCRIPTION

The Check Point VPN-1® Power VSX™
NGX JumpStart program offers compa-
nies time-saving services to assist with
the implementation and configuration
of VPN-1 Power VSX NGX.

SERVICE FEATURES

® Management installation

®m Operating system configuration

m Configuration consultation

® VPN-1 Power VSX NGX installation
m VLAN configuration

m VPN-1 Power VSX NGX advanced
features configuration

® | og management consultation
m Detailed report

SERVICE BENEFITS

m Establish strong foundation for future
VPN-1 Power VSX configuration

® Reduce implementation time for
VPN-1 Power VSX NGX

® Rapidly implement management
infrastructure

® Plan forward-looking path to fully
implement all of VPN-1 Power
VSX NGX

® Support staff is ready for future
management

NCX

The NGX platform delivers a unified
security architecture for Check Point.



Configuration consultation

Placing your VPN-1 Power VSX NGX solution into production
prior to having a configuration plan can duplicate efforts

and waste time. By developing the configuration beforehand,
we are able to ensure that the configuration placed into
production will perform as required.

VPN-1 Power VSX NGX installation

Like every solution from Check Point, VPN-1 Power VSX
supports several platform options. Regardless of the options
you choose, Professional Services will ensure a complete
and secure installation. We will not need to perform multiple

Detail report

Check Point Software consultants also provide compre-
hensive documentation of the final configuration for the
management platform and VPN-1 Power VSX NGX.

Note

Due to the complexity of individual environments, any
quotes you may receive, whether verbal or otherwise, for
the number of days required to perform a task are given as
a guide for budgeting purposes only and are not meant to
be a guarantee for the amount of time required to perform
the project. Additional time, if necessary will be billed per

installations before arriving at the required performance. day at the current Check Point On-site Daily Consulting Rate.
For Crossbeam platform installations there is a separate SKU

that has also Professional Services days from Crossbeam. Recommendation

In order to ensure the most efficient use of time and
complete wrapup and documentation, we recommend a
half-day pre-engagement, off-site phone consultation and
a half day of post-engagement off-site phone consulting.

VPN-1 Power VSX NGX advanced features configuration
VPN-1 Power VSX NGX introduces new, exciting features
to enhance the operability and scalability of your system.
Professional Services will assist in configuring and/or
consulting on the various new features available in NGX—
dynamic routing, virtual system load sharing, resource
control, and more.

Additional services
® Deploying a high availability VPN-1 Power
VSX NGX solution

e Establishing high availability strategy for either

VLAN configuration
Provider-1 NGX or VPN-1 SmartCenter server

A powerful advantage of VPN-1 Power VSX NGX is its ability
to integrate with your host environment’s existing VLAN
configuration. Check Point Professional Services will ensure
proper integration with the VLANs—achieving optimum
performance and scalability.

e Applicable Check Point training course:
VPN-1 Power VSX NGX

Learn more

For more information on Check Point Professional Services
for the VPN-1 Power VSX NGX JumpStart Program, email
consulting@ ts.checkpoint.com.

Log management consultation

As an added benefit, this service includes a basic overview
of log management within a VPN-1/FireWall-1 SmartCenter
server or Provider-1 NGX environment. Check Point
Professional Services helps companies determine where to
place log modules within the network and which rules to log
as well as teaches general principles of log management.
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